399 Jlgp 8 5 &gyt 9 (33,5 5L

Dy Jlsld )3 S, oS Sl
Abad alads pedvals jaly i dal e Jeabg 5 pald G aia b G a8 5l Gea

D5 e YoO 7 g Ve A gom sabs 50 W g s 5 038 5l el aaa S ealiil Yo Y 5 Hsabs 5 (B sal (ol 5o e
23R apladl )y s ran 4p iy 5 )

|)firewall with advanced security 428 saulal saies sie C)liul ) )firewall <jbe Il

Search

Everywhere «

Windows Firewall with Advanced
Security

Windows

Allow an app through Windows

sinbounde rules s 41 8 G Ciews sis 0 firewall with advanced security oide oxd Jb ) o
A0 8 Ll ey 53 (g A s D Hs 5 6355 s G e Y woutbounde rules



«= 2m = @
WP Windows Firewsil with Hetions
B oamnitoa | S Gow  * m;_
1 B Monitorng G _(oom2TEE8155 Al W Fiter by Profile 3
€ sodihostig1 220149 Al 7 Fiter by State »
g::-nmsw ::: 7 Fites by Group »
®inc A View 4
Oups Al |G Refresh
Oope Al (% EwportList..
All
e 2 B rep
Al
Orp: Al
Onvps AN
O = Al
e >
I‘i— - il ? ﬂ " | >

bl Slae Heabg Jls pld 53l VY 5 YTAY g g0 an s dial allia ol o

= 23 ) new rule... 448 Gl ) Gran gie ) a5 @m0 SIS Qs Giew g3 3 &8l 5 inbounde rules s

S



Rule Type
Select the type of firewall rule to create.

Steps:

-
-
E
L]
L]

Rule Type Whattwedfnjewmidyoulketoaeate?

Protocol and Ports
) Program
Profile Rule that controls connections for a program.
Name @ Port
Rule that controls connections fora TCP or UDP port.

) Predefined:
| BranchCache - Contert Retrieval {Uses HTTF)
Rule that controls connections for a Windows experience.

() Custom
Custom rule.
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Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

@ Rule Type Does this rule apply to TCP or UDP?
@ Protocol and Ports @® TCP

@ Action (0 UDP

@ Profile

¢

i Does this rule apply to al local ports or specific local ports?

) All local ports
@® Specific local ports: [3389.330)

Example; 80, 443, 5000-5010
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

»
L
L
-
@

Rule Type What action should be taken when a connection matches the specified conditions?

Protocol and Ports
) ® Allow the connection
Actions “This includes connections that are protected with [Psec as well as those are not.
Profile
() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections
%beseqjed-uﬁsghésdﬁtgshlPsecmpaﬁ&GmdMahtheCmnecﬁmSeqm
e node.

Customize. .

() Block the connection
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Profile

Specify the profiles for which this rule applies.

Steps:

@ Protocol and Parts

@ Action [v| Domain

@ Profile Applies when a computer is connected to its comporate domain.
& Name [ Private

Applies when a computer is connected to a private network location, such as a home .
orwork place. )
Applies when a computer is connected to a public network location.
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Name
‘Specify the name and description of this rule.

Steps:
@ Rule Type

@ Protocol and Ports

@ Action

@ Profile Name:
[3389.and 330
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Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:
@ Rule Type What action should be taken when a connection matches the specfied conditions?
@ Protocol and Ports
» ) Allow the connection
B This includes connections that are protected with IPsec as well as those are not.
@ Profile '
N (O Allow the connection if it is secure
- This includes only connections that have been authenticated by using IPsec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

(® Block the connection
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[ R Start Port[3389 | End Port:[3389 | [Scan]

® Normal O Advance

Host is up (0.012s latency).
PORT STATE SERVICE

'3389/tcp open m3-wbt-server

Click here to find out port STATE meanings.
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(166171 StartPort[55 | EndPort[55 |

@ Normal O Advance

Host is up.
PORT STATE  SERVICE
55/tep filtered isi-gl

Click here to find out port STATE meanings.
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https://www.ipfingerprints.com/portscan.php/

